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MONITOR / AUDIT

 Endpoints outside corporate network

e Applications behavior and network traffic correlation

MANAGE & CONTROL

 Multiple and complex tools with internal systems dependency

 Devices’ configuration for remote users

PROTECT

* Mitigate security threats on the spot (Zero Day Attack)

* Enforce information protection for remote users

VISIBILITY & TROUBLESHOOTING

* Deep visibility and network devices insights

* Troubleshooting by guessing

. S INVESTMENT
'/"\.f  Paya Fortune or lose control



What is TRIGGER]>

Converged Endpoints Controller

A

Visibility
Provides insights
about performances,

errors, iIssues and
digital footprint

Prevent

Create policies and
settings to prevent
threats/issues/events
from happening

Works on

P -
& W




MDM in TRIGGERDY

Mobiles are first class citizen in Trigger-it, Mobile agent supports
Android 5+ and IOS(Beta).

Supports BYOD, COPE and Kiosk modes.

Supports Android for work profiles, Enterprise application store,
QR/NFC provisioning and system application via OEM images.

Supports remote sessions, compliance policy, location tracking, geo
fencing and much more...

Single console to manage all your devices.



Benefits of TRIGCER@P
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Control, Reduce attack One console
monitor, & surface & does 1t all with
protect mitigate no need for
endpoints security threats multiple tools

on spot and vendors




Why TRIGGERDY

WORKS EVERYWHERE

Works with any client like POS/ATM machines,
remote branch offices, and roaming users like
remote workers, regular travelers,.... And support

workgroup machines

SINGLE APPLICATION DOES IT ALL

No need to purchase multiple applications and

deploy multiple agents

MINIMAL PRE-REQUISITES

Simple server side installation and deployment

time within 4 hours

DELIVERY & VENDOR SUPPORT

Local presence with local hotline, web based and
email supports that enable rapid and responsive

support.

FULL MONITORING & AUDIT

Monitor applications behavior, network devices,
endpoints network traffic, print jobs, printers , and

machine performance

INVESTMENT & ROI

Reduce integration and operational cost by
replacing multiple applications with only one
application doing it all, and giving the ability to

monitor your licenses
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Integration

Integrate using Trigger-it
Workflows with more than 100+
adapters to send/receive data
from any system

Collect events from application
logs and display them centrally in
Trigger-it console or forward
them to any other system




Competitive Edge

Control machines inside and outside -Intune E

the corporate network 0 BIGEIX  SystemCenter
Confiquration Manaaer

Monitor machines’ inside and outside ne}%hpn?lf T T e
the corporate network .
YMcAfee () sicFix
Protect machines inside and outside @Symantec
the corporate network (web / network with limitations

protection and application filtering) UMCM@@H .135';'9

Monitoring network devices SO I arwin d S 7

TRIGGER[>



Supportability

ﬂ Windows / u _ =
Rl . == Windows 10 |'|
== Windows 8 Windows 8.1

: zWindowsSEeOr(ygeRE B Windows Server 2012 == Windows Server 2016 == Windows Server 2019
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Proactive To-Do

Interactive To-Do based on agents’ insights

/ﬁeﬂ

All ToDos

® 7oD0:

15

Time Stamp

10/1/2018 7:55 AM
10/1/2018 8: 10 AM
10/1/2018 8:25 AM

10/1/2018 8:40 AM

Unclosed ToDo Tasks

Device ID

DESKTOP-49ELI 2078

DESKTOP-9EL20 7B

DESKTOR-9EL 2078

DESKTOR-9EL 2078

12

To Do

Excessive CPU Utlization of value 60
Excessive CPU Utilization of value 69
Excessive CPU Utilization of value 52

Excessive CPU Utilization of value 53

Level

A% Warning

A% Warning

A% Warning

Ax  Warning

Category Status

& Performance Resolved
& Performance Resolved
& Performance Resolved

G rskvake Windows new

Go to Settings to activate Windows.




Machine Insights

Extract machine information like:

Machine name

Machine IP addresses

Machine up time

| ... + Connecti... Reboot ...
Mo image data

. 1 »

_ 2 -

n 3 -

a 4

Agent S...

v Find

Pc Name

DESKTOP-IEHSBLP

PC1

SAS51

SA52

Current user

» Last logged-in user

* Reboot required status

Clear

Current User

DESKTOP-IEHSBLPYSAS1

SISEGYLABUser 1

N/A

SAS2\SAS

IP Addresses

192,168, 150, 166

192,168,150, 141, 192,168, 1.108

192,168,150, 130

192,168,150, 183

0s

Microsoft Windows 10 Enterprise

Microsoft Windows 10 Education

Microsoft Windows 10 Enterprise

Microsoft Windows 8. 1 Enterprise

05 Type

xbod

xiod

xbod

32

Domain ...

Mo

Yes

Mo

Mo



Machine Performance Analysis

cPu  CPU - . o
| e st |« Extract machine performance insights

0:3 1:3 2:3 3:3 4:3 5:3 6:3 73 8:3 9:3 10:3 11:3

Memory
Em T » |dentity overall performance

» Show top 5 applications utilizing CPU,

Avira 21%

Search 7% memory, and diSk

Errar Occurrence First Time Occurred Last Time Occurred Actions

jent License Service (ClipSVC) service failed to s ' : | i ( '
QThE Client License Service {ClipSVC) service failed to start due to the following error Once i one machine. @ahuut T @ah-uut Bineay & mesie JJLE@ A

Tra C k a | | a p p | I C a t I O n C ra S h e r rO rS J a n d @;u;fnlf:jt (30000 milliseconds) was reached while waiting for a transaction response from the TimeBroker service, Once in one machine. f.E}ahuut 18 days ago E}ahnut 18 daysago (4 Investigate _',L]Jm

Faulting application name: SkypeHost.exe, version: 10.0.0.355, time stamp: 0x561ce698
Faulting module name: SkypeBackgroundTasks.dll, version: 0.0.0.0, time stamp: 0x561cef4b
Exception code: Oxc0000005

( ] ([ J [ ]
iInvestigate changes that might have [}t
Faulting process id: Odfl
QFaultingapplicaﬁun start time: 0x01d3f063426e91b4 (nce in one machine. E}ahnut 20 days ago [E]ah-uut 0daysago O Investioate _’.L]jm
Faulting application path: C:\Program Files\WindowsApps\Microsoft.Messaging_1.10.22012.0 x86_ Bwekyb3dBbbwe|SkypeHost.axe
Faulting module path: C:\Program Files\WindowsApps\Microsoft.Messaging_1.10.22012.0 x86__ Bwekyb3dabbwe)\SkypeBackgroundTask:

Report Id: 7034925e-3ad2-4ch7-9aB4-cc015aec2601

C a u S e d t h e S e C ra S h e I rO rS a C rO S S a | | Faultng package full name: Microsoft Messaging_1.10.22012.0_x86._ Bwekyb3dbbue

Faulting package-relative application ID: ppleae38af2e007f4358a809ac09a64a67c1
The program explorer.exe version 10,0,10586.0 stopped interacting with Windows and was dlosed. To see if more information about the

Process ID: 634

a ffe Cte d m a C h i n e S Start Time: 01d3f05fd71bd035

Termination Time: 0




Network Traffic Insights

» Show network traffic in drill down way
» Sum of traffic and average of latency

» Applications’ behavior over network

9/29/2018

Query: Average Of Latency * Since: All * Diagram Type ¥ iLoad Data
T DESKTOP-4EUZ07E
Device ID Destinaton IF Average Late... Process Mame Time Stamp DESKTOP-T1FFUE=3
DESKTOP-4E... 104.16.128.150 59.000000 C:VWrogram Fi... 9/29/2018 T
DESKTOP-4E... 104.16.128.150 59.000000 System 929,20 18
DESKTOP-4E... 104.15.31.349 49,000000 C:Wrogram Fi... 9/27/2018 180.0 ms
DESKTOP-4E... 104.15.33.27 54,000000 C:\WProgram Fi... 9/29/2018
DESKTOP-4E... 104.16.33.27 55.000000 System 9/29,/2015 150.0 ms
DESKTOP-4E... 104.16.54. 15 62.000000 C:Wrogram Fi... 9/29/2018
DESKTOP-4E... 104.16.54. 15 53.000000 C:VWrogram Fi... 9/29/2018 =00 ms
DESKTOP-4E... 104.16.54. 15 65.000000 System 929,20 18 200 me
DESKTOP-49E... 104.18.20.226 57.000000 System 929,20 15
DESKTOP-4E... 104, 18.20.226 25,000000 System 929,20 18 50.0 me
DESKTOP-4E... 104, 18.20.226 25,000000 System 929,20 18
DESKTOP-9E... 104.25,117.19 57.000000 C:\Wrogram Fi... 9/29/2018 30.0 ms
DESKTOP-4E... 104.28.4.137 57.000000 C:Wrogram Fi... 9/29/2018
DESKTOP-4E... 104.73.131.203 58.000000 C:\Wrogram Fi... 9/29/2018 Lol T
88.221.145.65 184.30.223.226 52.114.74.43
DESKTOP-49E... 104.73.131.203 58.000000 C:Vrogram Fi... 52.20,206.194 40.100.173.50 172.64.168.35 172.217.19.33



Failed Network Connections Tracking

iome @ PCDetals of : DESKTOP-4EU20TE ©

I:! Computer Information ~ From: 11/1/2018 12:00:00 AM * To:  11/26/2018 12:00:00 AM ¥ [ LoadData Diagram it

Q Hardware Inventory

C C “ ID Time Stamp Device Mame User Name Process MName Destination IP Part

e Find failed network connections ) i —_— S E—
El Software Inventory 2 11f17/2018 DESKTOP-4EL207E C:\Program Files (x86)\G... 192.168.3.4 80

3 11/17/2018 DESKTOP-4EU2078 C:\Program Files (x86)\G... 192.168.3.4 80

. . Starb.lp s 4 11/17/2018 DESKTOP-4EL/2078 C:\Program Files (x88)\... 65.55.252.93 443

P U n d e rSta n d th e fa I | ed CO n n eCtI O n 5 11/17/2018 DESKTOP-4EU2078 C:\Program Files (x86)\G... 192.168.3.4 30
6 11/17/2018 DESKTOP-4EU2078 C:\Program Files (x86)\G... 192.168.3.4 80

Services 7 11/17/2018 DESKTOP-4ELJ2078 C:\Program Files (x88)\... 65.55.252.93 43

8 11/17/2018 DESKTOP-4EU2078 C:\Program Files (x88)\... 65.55.252.93 43

o o o G Updates 9 11/17/2018 DESKTOP-4E2078 C:\Program Files (x86)\... 65.55.252.93 443

re a S O n W I t h h I StO rl C a | 't ra C e rO u te 10 13/17/2018 DESKTOP-4EL/2078 C:\Program Files (x88)\... 65.55.252.93 443

% S 11 11172018 DESKTOP-4EU2078 C:\Program Files (x88)\... 65.55.252.93 43

12 11/17/2018 DESKTOP-4E2078 C:\Program Files (x86)\... 65.55.252.93 443

13 11/17/2018 DESKTOP-4EL/2078 C:\Program Files (xB6)\... 65.55.252.93 443

} Actions

iInformation
 Correlate failed connections with
security events and performance

data

5 failed connections & last hob is 192.168.2.1

This machine saw 39 failed security events

This machine average CPU performance is 49.617946 % CPU Utiization
54.260869 ME/s Disk Utiization

48.917668 % Memary Consumption

Top 5 CPU apps are:

LynkerAgent.vshost

Vmware-vmx

sqlservr

MSVSmon

ZapyaService

DESKTOP-4EU207B




Endpoints Error Inspection

Aome  Drills  Inspections

Dashboard

PCs Errors timeline

MachineMName

DESKTOP-0IKESMD

DESKTOP-T1FFUE4
WIN-NBOMESKSROS

Erros Count by Message

Message Calculated Field 1
The description for Event ID '-1073740816' in Source 'Perflib’ cannot be found. The local computer may not hawve the necessary registry information or message DLL files to display the me...

The description for Event ID '-1073740816' in Source 'Perflib’ cannot be found. The local computer may not hawve the necessary registry information or message DLL files to display the me...

The description for Event ID '-1073739820" in Source 'PerfMet’ cannot be found. The local computer may not have the necessary registry information or message DLL files to display the ...

| The description for Event ID '-1073740816' in Source 'Perflib’ cannot be found. The local computer may not have the necessary registry information or message DLL files to display the me ..
mDMSCoreReceiveResponse: Received from 192, 168. 107.1:5353 4 DESKTOP-4EU207B.local. Addr 192, 168, 107.1

“INSCoreReceiveResponse: Reseting to Probing: 16 DESKTOP-4EJ207B.local. AAAA FE0:0000:0000:0000:FC26:6C7 1:EEF5:EFB2 I

237

224
163

¥



Software Compliance

» Compare PCs for software compliance against a baseline PC

» |dentify missing software and show any unapproved software

ceports Actions

L

LS [l HTHL jl 1=k
L3 LA [ —

Export Export Open Dashboard
XLSX HTML

Export | Open Dashb... y |Refr... y

Home &3
Select PCs: DESKTOP-4ELI2078 v Select Reference PC: DESKTOP-T1FFUB4 * Investigate:
Enter text to search v Find Clear
PC Name Software Name Status Uninstall Uninstall
i
¥ =)
» DESKTOP-4ELI2O7E Bot Framework Emulator 4.2.1 UnApproved “C:V¥Program Files {(x858)'Bot Framework Emulator),... ?
DESKTOP-4EL20 7B Visual Studio Enterprise 2017 UnApproved “C:VProgram Files (x88)\Microsoft Visual Studio\In... @
DESKTOP-4ELI2O7E Adobe AIR UnApproved C:VProgram Files {(x86)\Common Files\Adobe AIRY ... @
DESKTOP-4EL20 7B Adobe Captivate Reviewer 2019 UnApproved msiexec fgb fx {1119261E-7663-122A-A360-CB71. .. @
DESKTOP-4ELI2O7E Android SDK Tools UnApproved C:VProgram Files {x86) Vandroidiandroid-sdklunins. .. @



OS & 3" Parties Patch Updates
* Show OS updates

« Show 3 parties patch compliance for the following vendors:

Adobe Systems  Kaspersky Lab - -
WinRAR MCAfee, |nC. Software Item: ™ h v

Mapp To: Select a Mapped Mame b

A p p | e I n C o M I C rO S Oft Product Mame Company Current Version Last Chedk Time Stamp

. Defender MDM CSP Microsoft 4,.18.177/63.1 af2/2019
AS h am p 00 M oy4 | | a disktoast (64 bits) Microsoft 10.0. 15063, 1475 6/2/2019
Editor Microsoft 10.0. 18362, 143 af2/2019
o Features On Demand Helper (64 bits) Microsoft 10.0.17134.1 6f2/2019
AutOd eSk Fou ndatIOn Internet Explorer Microsoft 11.0.17763.526 af2f2019
Internet Explorer (64 bits) Microsoft 11.0.17763.1 6f2/2019
Math Input Panel Accessory Microsoft 6. 1. 7600, 16385 af2f2019
AVAST S Oftwa re O ra C | e Math Input Panel Accessory (64 bits) Microsoft 10.0.18362.1 622019
Microsoft Access (64 bits) Microsoft 16.0.11629, 201945 af2f2019
. Microsoft Application Error Reporting {(6... Microsoft 16.0.8907. 1000 af2f2019
Cy b e rl | n k S A P S E Microsoft Application Virtualization (App-V) Microsoft 5.1.145.0 622019
Microsoft Application Virtualization (App-... Microsoft 5.1.145.0 af2/2019
Microsoft Excel (64 bits) Microsoft 16.0.11629, 20196 6f2/2019
D e | | TO S H | BA Microsoft iSCSI-Initiatorkonfigurationstool  Microsoft 10.0.18362. 143 af2f2019
Microsoft Office Microsoft 16.0.11629, 20196 6f2/2019
. Microsoft Office (64 bits) Microsoft 16.0.11629, 20195 af2f2019
E S ET Tre N d M ICIroO | NC. Microsoft Office Excel Microsoft 11.0.8404.0 &6/2/2019
<
Foxit Software ~ Winzip Computing
Google Inc o
H eW| ett Pa C ka rd Select PCs to Investigate: DESKTOP-4EUI207B v ﬁ Investigate
7ZI p PC Mame Software Mame Current Version Most updated Version
| ntel 3 EDESI‘-.‘TC]F' -qEL120 7B Microsoft Office Professional Plus 2016 16.0.4266. 1001 16.0.,11629. 20196



Print Monitor

 Track all print jobs for auditing and cost analysis

* Monitor network & non-network printers usage

 Full information on printed jobs like paper document name, owner, number of

printed pages, black or colored, .....)

reports Actions

HTHL jp|
L=

Export
HTML

[ HLs R
L H

Export

XLSX
Exxport

Home € Reporting €

| =5 Al
U= -

Open Dashboard

Refresh

~ | Open Dashb... gy |Refr... g

Select Report Element: By Owner

Time Stamp

o 2018-09-27F 00:00:00. ...

2018-09-277F 00:00:00. __.

20153-09-27 00:00:00. __.

2018-09-27F 00:00:00. __.

2018-09-27 00:00:00. __.

2018-09-27F 00:00:00. __.

D2oscurmien e

Mahmoud Magdy - Cer ...

Mahmoud Magdy - Cer ...

Mahmoud Magdy - Cer ...

Mahmoud Magdy - Cer ...

Mahmoud Magdy - Cer ...

Mahmoud Magdy - Cer ...

* Filter:

Caption

Mahmoud Magdy - Cer ...

Mahmoud Magdy - Cer ...

Mahmoud Magdy - Cer ...

Mahmoud Magdy - Cer ...

Mahmoud Magdy - Cer ...

Mahmoud Magdy - Cer ...

bassam, mmagdy

Fird

LT B

mmagdy

mmagdy

mmagdy

bassam

bassam

bassam

Color

Color

Color

Caolor

MomnoChrome

MomoChrome

MomnoChrome

-

From:

1/1/2018 12:00:00 AM

Dreaescription

Mahmoud Magdy - Cer. ..

Mahmoud Magdy - Cer. ..

Mahmoud Magdy - Cer. ..

Mahmoud Magdy - Cer ...

Mahmoud Magdy - Cer ...

Mahmoud Magdy - Cer ...

* T

Host Print Quausa

WPrintServer\Samsung. ..

WPrintServer\Samsung. ..

VWPrintServer\Samsung. ..

WPrintServeri\Samsung. ..

ViPrintServer\Samsung. ..

WYWPrintServer\Samsung. ..

4f29,2019 12:00:00 AM -

"ﬂ_ﬁ Load Data

Paper Size Total Pages

A 5
A 6
A 6
At g
At =
At .



Print Control

* Limit No. of black and color pages
printed per day
» Block users from printing entirely

» Define printers white and black lists

Oefine Print Policy:

Marme:

Allowed Bladk and White Pages Per Day:

Allowed Color Pages Per Day:

Blodked from printing: [ |
Allowed Printers
[ | Printer
[ | \WPrintServer \Samsun glLT2
Printer

¥ \PrintServer \Samsun glLT2



Digital Assets Management

» Tracking digital assets, contracts, vendors and SLA through a single interface

» Assigning digital assets to users, departments, or cost centers

s Assets Management

. ; 7 =1 P . 2=l ¢ I Ji :
el | &) 702 g & & @ |&
Navigaton Vendors Contracts Purchase Contacts Import Update Assign Assign Add Asset
Network Insights = = ¥ Orders ~ > Assets Assets Asset Contract Manually
Network Map avigat... \u Components ~ Assign
Fafed Security Events | Assigned To Support Start Date Support End Date
S gDESKTOPAEU207B ‘ |
| DESKTOP-T 1IFFUB4 |
e [ ubuntu
Software Inventory i
Software Compiance :
Print Analytics |
Error Inspector |
Hardware Chanoes
PC Finder
P Policies v
Policy Assignments
Policy Groups
Policy Blements
App Controd
Key value
e | {V_AgentStatus Normal
& Assets ¥ | |cCurrentUser | DESKTOP-4ELI20 78 ynmagdy
Assets i OSName | Microsoft_ Winc!ows 10 Enterprise
Vendors ' OSVersion 7 Microsoft Windows NT 6.2.9200.0
- O |OSType x64
Pirihase Orders | DomainJoined No
1 RequiredReboot ﬁo
| UpTime 2 hours
LB R L ,I-astloggedInUser 7 . ynmagdy
Contacts I} nnnnnnnnn arses 1 115 2102 N




File Operations Tracking

* File operations (Creation, Rename, Change, Deletion)

« Useful for illegal file access, malicious activities and file changes

Adome € PC Details of : DESKTOP-4EU207B ©

[;-l Computer Information From: 5/1/201S 12:00:00 AM v To: 5/15/2019 12:00:00 AM

u Hardware Inventory

ID Device ID User Name File Path
- » 1 DESKTOP-4ELJ2078B DESKTOP-IS3KHASYnmagdy E: Wew Microsoft Word Doau..
E Software Inventory
2 DESKTOP-9ELJ207B DESKTOP-I83KHAS\nmagdy E: \New Microsoft Word Docu..
Startup Items 1002 DESKTOP-4EU207B DESKTOP-I83KHAS\mmagdy  E:\New Microsoft Word Docu..

Services

G Updates

’; _ Failed Connections

» Actions

-

E File Activibes
N

Operation Type

0

Created

Created

Time Stamp

5/6/2018
5/6/2019

5/6/2019



User Behavior Analysis

» Actual application usage time by user

» User behavior for a specific app including mouse moves and keyboard hits

Home € PC Details of : DESKTOP-4ELIZO7E €3

I:;! Computer Information  From: 5/1/2019

“ Hardware Inventory

[ 3
E Software Inventory
Startup Items

SLervices

G Lpdates

'#_;. Failed Connections

ID

h Actions

’E\ File Activities

(5 h User Productwity
_—

10

11

12

1.3

Dewvice ID

DESKTOP-9ELI207E

DESKTOP-9ELI20 /B

DESKTOP-9ELI207E

DESKTOP-9ELI207E

DESKTOP-9ELI2078

DESKTOP-9ELI207E

DESKTOP-9EL2078

DESKTOP-9ELI207E

DESKTOP-9ELI207E

DESKTOP-9ELI20 /B

DESKTOP-9ELI207E

DESKTOP-9ELI207E

DESKTOP-9ELI20 /B

User Mame

DESKTOP-IS3EHA. ..

DESKTOP-IZ3KHA. ..

DESKTOP-IS3KHA. ..

DESKTOP-IS3KHA. .

DESKTOP-IZ3KHA. ..

DESKTOP-IE3KHA. .

DESKTOP-IS3KHA. ..

DESKTOP-IZ3KHA. ..

DESKTOP-IS3EHA. ..

DESKTOP-IZ3KHA. ..

DESKTOP-IS3KHA. ..

DESKTOP-IS3EHA. ..

* To:

Application
Idle

devenw

TriggeriTFeedbac. ..

devenw

devenwv

devenw

TriggeriTFeedbac...

devenw

TriggeriTFeedbac. ..

devenw

TriggeriTFeedbac. ..

devenw

TriggeriTFeedbac...

5/31/2019

Window MName

TriggeritServerAp. ..
E:\BitBucket\Trig...

TriggeritServerAp. ..
TriggeritServerAp. ..
TriggeritServerAp. ..
E:\BitBucket\Trig...

TriggeritServerAp. ..
file: fffE: BitBudke ...
TriggeritServerAp. ..
file: f{fE: BitBudke ...
TriggeritServerAp. ..

file: fffE: BitBucke . ..

Actvity Duration

=1

i

63

1034

1025

290

Total Mouse Mow ...

0

0

Total Keyboard Hi...

o

0

Time Stamp

5/8/2019
5/8/2019
5/8/2019
5/8/2019
5/8/2019
5/8/2019
5/8/2019
5/8/2019
5/8/2019
5/8/2019
5/8/2019
5/8/2019

5482019



Taking Action

Wide range of actions

No scripting or 3™ party solutions

Assign Policy

Remote Connection

% PC Information

.23 View Applied Settings

. Ping Computer

required

3 Analysis

=| Agent Actions

No service account needed

General Actions

1 'Q) Update Management

All the execution features could be

¢ Registry Management

“. Services Control

applied to LAN / WAN / Internet

clients — No special configuration

Secunty Management

Lock Down

Restart

(v) Shutdown

required

= &K

Ut Restore Delete
View Selected View

Layout

Find Clear

Run EXE or Command
Run PowerShell Script
% Run VBS Script

w/ Download a File

“w Download and Execute

Terminate Process
Quick Backup

o Activate Windows

WIN-NBD... WIN-NBO...

DESKTOP...

Highlight Agents
Older Than ~

h

0S

Jbuntu

Microsoft Wi. ..

Microsoft Wi..

Microsoft W

Viicrosoft Wi...



Built-in Remote Tools

 Trigger-it has its own remote connection tool
* No need for DNS or internet connectivity for remote support within your

corporate network

Remote desktop, remote CMD, and bulilt-in agent actions

,,,/Horﬁe © PC Details of : DESKTOP-9ELUI207B © Network Details of : DESKTOP<EU2078 ©

;! Computer Information Lan Only Actions:

D .
u Hardware Inventory >
Remote Connection (LAN Only)

RDP (LAN Only) Remote CTMD (LAN Only)

—~
E’ Software Inventory Anywhere Actions:

Startup Items

7 Agent Achions
eeeeeeeee



Executables Blocking

» Block unwanted and harmful executables e

even if they are renamed T N S E— o x
* Process monitoring engine *
- Black and white listing — -
 |Integration with sandboxing technology

to analyze unknown applications behavior

when executed

~ Analysis AppControl Actions
e & O = DY
- Allow Block Quarantine Investigate Refresh
Network Map All All File File Apps
Faded Security Events App Control Sandboxing ~
Sandbox Reports
~ Endpoints v Find Clear
Software Inventory
Software Complance e S
1D PC Name Process Path Original File Name Current User Name Time Accepted?!
Print Analytics
4
Error Inspector
Hardware Changes I 1 DESKTOP-TIFFUBS C:\Windows\System32\sih... sihdient.exe.mui DESKTOP-T 1IFFUB4Ynmaagdy 20180919152815 Yes
PC der e —————
2 DESKTOP-T1FFUBS C:\Windows\system32\uso... usodient DESKTOP-T 1IFFUB4Yynmagdy 20180919152817 Yes
B Policies -
Policy Assignments | 3 DESKTOP-TIFFUBS C:\Windows\system32\cm... cmd.exe.mui DESKTOP-T 1IFFUB4\ynmaagdy 201802191528 18 Yes
Policy Groups : ; -
< DESKTOP-T1FFUBS C:\Windows\system32Ypc... ipconfig.exe.mui DESKTOP-T 1IFFUB4Yynmagdy 20180919152828 Yes
. Policy Bements
S MEFSKEKTOPR-TI1FA IRa \ leasreimmanduv\AnnNniat nnadrivectandalana mdate NFESKTMNP-T 1A IRaAmmmandw ZNIK/NGIQ1SIO]’2A Yoo

app Control



Network Traffic Control

 Drill down per site to show PCs and processes that generated the traffic

» Bandwidth reshaping per applications group
» Deep packet inspection for HTTP, HTTPs, SMTP and FTP

*fl ———=>5failed connections & last hob is 192,153.2.1—F*|'|
._‘] . T : ._‘]

— - This machine saw 39 failed security events —
DESKTOP-4EU207B This machine average CPU performance is 49.617946 % CPU Utilization 197 168.3.4
54.260869 MB/s Disk Utilization

48.917668 "% Memory Consumption
Top 5 CPU apps are:
LynkerAgent.vshost

VIMWa re-vmx

sqlservr

MSVSmon

LapyaService 65.55.252.93




Network Devices Monitoring

» Real-time traffic and data analysis

» Neighbor and connected devices
discovery

 SNMP traps lookups for events
monitoring

D Device IP device Name Device Vendor Firmware Version

1 192.168.32.170 Cisco
2 192,168.2.100 FaLTM

---------------------------------------------------

11921683215 flbaom  FS Linu 5 ab.com ..

Device Type

sDevice Inf
07‘“"‘ M'l
CPU Utilization
*\’
Device Name Total Connections
eeeeeeeeeeeeeeeeeeeeee ype ddress Enabled
/Common/

0d 1h 1m 4s 100ms  3/4/2019

Memory Utilization

Current Connections

Latitude

SSL Connections

dddddd

Longitude

Current SSL Connections

Enabled

Version



Network Devices Monitoring

Supports wide range of network devices including:

~ Add Single Network Device
: Device Vendor: Cisco
 (Cisco
. F 5 Device Type: \
Switch
. IPFODMN:

o PaloAlto Firewall

-0 X



Network Devices Monitorin

~ealtime Data -
Dashboard
Network Traffic Insights Packets Drops - DropsIn (Sum) Interfaces Traffic (IN)

PktsIn (Sum) PktsOut (Sum) Bytsin (Sum)

{1 150K 200K 150K 200K
BytOut (Sum) DropsIn (Sum) DropsOut (Sum) =

36M 100K 250K 100K 250K

High-performance SNMP "o

50K 300K 50K 300K

traps receiver that allows L1 12

26M 1.1 1.2

administrators to receive

20M 100K 250K 100K 250K

alerts and notifications in . - '

14M

Values

12M 20M 20M

real-time from network

8M 10M 19M M 10M 8.1M 30M
&M S

devices

2M 1.3 mgmt
oM 408 oM 40M
oM
L [} [} (7} () () L ) 1.1 1.2
-— —_— —_— -— -— -— —_— —_—
B -~ -~ - - - - -~
— ~— ~— — — — — —
N 8] 8] rJ rJ N r N
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U o v} o U o 2Zu 20
N W N T N L N W
) o ) o n o ) o
T ¥ 3 T T T v T 8.1M 34.7M
i) T Rl T ) T T o 10M s M 10M . 30M
= = = = = = = =



MDM Features

23 A D O 8 - © LTE4 A

TRICCERD

Trigger-it Device Management Agent
= Supports BYOD, COPE and system services

through OEM Iinstallations.
= Supports ringing, messaging devices, locking
devices, mute devices remotely.
» Location tracking with geo fencing capabilities.
* = Remote wipe and enterprise wipe.
S = Enterprise store for work profiles.

= Supports application Black/White listing,

Show device model, OS version IMEI and other information

debug v3.1.31 (3010031)




MDM Features

.1-& Add Group
¥ Mobile Devices \
ID DESCRIFTION Device Name Device Type Device Identifier
All Mobile Devices
1 generic_x86 geEneric_xo6 1 f659c7bf2da8afic
(B Add Group |
® Network Devices p b tulip 1 08214efa51089205
) p .

|1 Reporting =] Polcy Assign Compliance Policy e
I Policies 1 ¢% Ring Remove Compliance Policy
E Assets 4 Mute
i Usersand Access 1 Message

SEIEIELEL 2 Lock Device

Location

File Transfer

' (Change Lock Code

Wipe Data

Enterprise Wipe




Real-Time Views

Reports Actions

WLS Rt T 7 1L

B A I

Export Export | Open Dashboard
XLSX HITML

Export um |Open Dashb... y [Refr... y Network Traffic
Home €& Reporting ©

Endpoints Changes
File Audits

Security Events

Total Printed Pages by Color Mode Print Jobs



Dashboards Designer

Network Overview

Processes and Traffic Top 5 Destinations

C:\Program Files (x86) C:\Program Files (x86)
\Micros ott OTTicelCmmcels \Google\Chrome\Appliatonido. ..
\OUTLOOK.EXE: 4.64% e
C:\Program Files (x86)
\Microsoft SQL

\Microsoft Visual Sudio
14.0\CommonAAIDEY. ..

127.0.0.1: 71.15%
0 \Drigin\OriginWeb ...
\IDE\PrivatefAssemblies\Saipte ... \Origin\Origi

Application Latency

Others: 4.07%

AVG (Average ms) 2 §7.139.178: 2,439,

Q| =

~— 200

150

100

20

AVGE (Average ms

0

C:\Program Files (x86)\Common Files\microsoft shared\WVsHub\1.0.0.0\Microsoft.VsHub.ServerHipHosbédee C:\Windows\SysWOWeH wmnat.ee
C:\Windows\System32\svchostee
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Features List
FEATURES

Collect inventory (hardware and software)
Collect startup items and services

Collect machine info like (name, uptime, reboot required status, all assigned IPs, OS version/type, last seen, last login by, domain
name if any, PC model, memory, CPU, HD, ...)

Collect launched executables compilation name/path per user

Collect OS and 3rd party updates

Collect software license count

Monitor network devices using SNMP traps receiver

Monitor network devices by pulling traffic statistics (Cisco, F5, Palo Alto, ForcePoint).
Build network topology including devices to network devices connectivity tracking
Monitor network traffic (total traffic and average of latency per process)

Monitor print jobs by user, file name, number of pages, page size, and color

Monitor machine performance (CPU, memory, and disk utilization per process)
Collect Errors on Managed PCs and inspect cause of error

Built-in general reports and real-time dashboards

Correlating machine performance insights with network traffic insights
PC categorization using tags

PC finder to find any PC with specific configuration (Hardware/software)
Tracking file operations

User behavior analytics

Interactive To-do list for administrators based on collected insights
Backup PCs to cloud storage

Create/Delete/Update registry keys
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30
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32
33
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36
37
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39
40
41
42
43
44

FEATURES

Run executables, commands, and scripts (PowerShell/VBS/Batch) remotely on managed PCs

Terminate process/executable on managed PCs
Download a file to managed PCs

Start OS update cycle on managed PCs

Stop/Start/Restart services on managed PCs

Reboot/Shutdown managed PCs

Activate windows remotely

Activate office remotely

Bandwidth reshaping per process

Digital asset management (Vendors, Contracts, POs) including support contracts renewals and asset transition tracking
Terminate Idle applications after certain period of time based on policies

Built-in remote tools

Control printing using policies like user quota, printers while/black lists, color printing prevention
Role based access for administrators

Software compliance by comparing managed endpoints by a reference image or configuration
Privilege access management on managed endpoints

Application white/black listing

Application behavior analytics and sandboxing integration

B

B
B
B

OC
OC
OC
OC

kK IP Address
K TCP Port
K UDP Port

K Domain Name

Features List - Continued



Features List - Continued
~ # FEATURES

45 Collected failed security events in real-time

46 MDM supports BYOD, COPE and system services through OEM installations

47 MDM supports ringing, messaging devices, locking devices, mute devices remotely
48 MDM supports location tracking with geo fencing capabilities

49 MDM supports remote and enterprise wipe

50 MDM supports enterprise store for work profiles

51 MDM supports application Black/White listing
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